Secured-core Servers
Enabling Guide

DataOn



Table of Contents

1 OVEIVIBW ...ttt ettt ettt et seeb et senbees
2 A PP ICADIE PrOAUCES ..ottt sttt sttt s st s s s 8 E 888k R R b8 bbbt s e
3 UEFT SEOTEINGS covvveeerieecine ittt cese e st ssse e ssese s se e e e e84 58200000 e e e ettt
4 OS SEELINGS oottt sttt ettt E et et E e E b e h bbbt ent s
4.1 Install platform specific drivers (OPLIONAIY ... oottt st sttt st
4.2 Configure OS to enable VBS, HVCI and SYSTEM GUAIT ........oovureerreerereereeeeeesseeeseeessessssssssssssssssssssssssssessssssssssssssssssssssssssssssssnees
421 WiIindows Admin CeNtEr (WAQC) (PIEVIEW) ........ucueveeeeereeeeeeeeeeeeeteeseesaesses s ssss s sassssssessassssssssssssss s sasssssssssassssssassssssssssssssssssassssssessanes
4.2.2 Windows Security App (For Windows Server OS with Desktop eXperience ONnly) ...
423 CONTIGUIE REGISTIY KBY ..ottt e et sss s ss s e85 5 888 8 8 eR S8Rt
5 CONFIMM the SECUIEU-COIE STALE ... reeurieuecete et esee et aeeeses e es e es st bR e 88888kt
5.1 TPIM 2.0 ettt e s R R R AR AR AR AR et
52 Secure boot, Kernel DMA Protection, VBS, HVCl and SYStem GUAId ..........coorerienerineseineienessssesessesssssssssssssssssssssssssssness
6 SUPPONT .ttt ettt ee et e e s s e e s e e £ E e e SRR A AR AR ARt a et

Secured-core Servers enabling guide Page 2



1 Overview

This document provides a guidance for product specific steps to configure Secured-core Server AQ certified servers to a
fully protected state.

2 Applicable products

The configuration guidance applies to the following products.

AZS-6112, AZS-6212, AZS-6224, HCI-6112, HCI-6208, HCI-6212, HCI-6224, Kepler 2-Node (with 3™ Gen Intel® Xeon),
Kepler 3-Node (with 3™ Gen Intel® Xeon)

3 UEFI Settings

Prerequisite

1. TPM Firmware v7.85 — To find the version on your server, use (Get-TPM) .ManufacturerVersion in
PowerShell as Administrator.
2. Intel BIOS version SE5C620.86B.01.01.0004.x or higher

Note: BIOS version .0004 can only support single boot drive with Secured-Core features enabled. Future version
(version number TBD) will support RAID 1 boot.

Configure BIOS/UEFI for Secured-Core

e Enter BIOS/UEFI Setup
1. Boot System
2. F2 to enter into Setup screen
e Verify Virtualization Technology is enabled
1. Select Advanced
2. Select Processor Configuration
3. Ensure Intel® Virtualization Technology is already enabled. If it's not enabled, select the item and Enter.
4. Esc to go back to the Advanced screen
¢ Enable Intel® VT for Directed 1/0
1. Select Integrated 10 Configuration from the Advanced page

2. Enable Intel® VT for Directed I/O

3. Enable ACS Control

4. Enable DMA Control Opt-In Flag

5. Enable Pre-boot DMA Protection

6. Esc to go back to the Advanced screen

e Enable Intel® TXT - this needed previous setting enabled before it’s available
o Select Processor Configuration
o Enable Intel® TXT
o Esc twice to go back to the initial Setup screen
e Enable Secure Boot
o Select Boot Maintenance Manager
o Select Advanced Boot Options
o Select Secure Boot Configuration
o Enable Attempt Secure Boot
e Save all of the settings by hitting F10 then Y to Save and Exit
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4 OS Settings

4.1 Install platform specific drivers (optional)

None

4.2 Configure OS to enable VBS, HVCI and System Guard

To configure Secured-core features on the OS, there are several different ways to do it. Choose one of the following 3
options to enable VBS, HVCI and System Guard.

4.2.1 Option 1 - Windows Admin Center (WAC)

From any PC or server configured for PowerShell remoting to the test target, download the Windows Admin Center and
install.

Add the target server for management in the Windows Admin Center.

From the Server Manager view, choose the target server.

Windows Admin Center | Server Manager = Microsoft

Server connections

+ Add 1 item 5 | Search pe
[ MName 1 Type Last connected Managing as Tags
[ === s s e | Servers 442042021, 12:55:10 AM Administrator

Scroll down for “Security” in the Tools menu on the left.

You can enable HVCI, System Guard and VBS from the Windows Admin Center.

Click on a feature name that doesn’t show as “On" and click “Enable”. Repeat this for all disabled features.

If the Boot DMA Protection, Secure Boot or TPM2.0 are not shown as “On”, you will need to enable the feature in the UEFI.

Ensure all of the Secured-core features are showing as "On” before proceeding to validation.
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https://www.microsoft.com/en-us/windows-server/windows-admin-center
https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/use/get-started
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You will be prompted for a reboot for the changes to take effect. Go to “Overview” and click “Restart”.

Extensions

Windows Admin Center | Server Manager ~ = Microsoft > f? & 7

Tools < Overview

Search Tools pel ‘ (') Shutdown 7 Edit computer ID () Refresh
Computer name Domain Operating system
B Cuerview ) i i

A\ Azure hybrid center

Version nstalled memory (RAM) Disk space (Free / Total)
& Azure Backup - - undefined / undefined
& Azure File Sync
v Processors Manufacturer Model
© Azure Monitor B B B
Q0 Azure Security Center Lagical processors NIC(s) Azure Backup status

- - Mot protected
g= Certificates

BL Devices Up time Logged in users
B Events
CPU
£ settings D isitiontian  Handiae

4.2.2 Option 2 - Windows Security App (For Windows Server OS with Desktop experience only)

Launch the Windows Security app from the start menu.
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Windows Server

=

Server Manager  PowerShell

Windows Accessories - Task Mansger

Windows Administrative T

LB Event Wievwer

Choose "Device security”.

PowerShell |SE

Cortra] Pare!

Windows Security
= Security at a glance
|® he security and health of your device
Q
Gl
= (4 “8
a8 Virus & threat protection Firewall & network App & browser control
No n needed. protection Mo action needed.
D No action needed.
Device security Protection histo
View status 3 N View latest ctions
ha es ns.
&

Click the “Core isolation details”.
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Windows Security - o x

£ Device security

Security that comes built into your device. Windows Community videos
r Learn more about Device security
v} T3 Core isclation
W ‘Virtualization-based security protects the core parts of your device,

Core isolation details
B Change your privacy settings

. View and change privacy settings
| = 3 Secu”ty processor for your Windows 10 device,

® Your security processor, called the trusted platform module (TPM), is Privacy settings

providing additional encryption for your device. Privacy dashboard

Security processor details Privacy Statement
(3 Secure boot

Secure boot is on, preventing malicious software from loading when your
device starts up.

Learn more

Your device meets the requirements for enhanced hardware security.

Learn more

Set the slider switches for both “Memory integrity” and “Firmware protection” to “On".

Windows Security - O *
&«
_ Core isolation

Security features available on your device that use virtualization-based
o security.

) . Change your privacy settings
v Memory integrity
View and change privacy settings

@ Prevents attacks from inserting malicious code into high-security for your Windows 10 device.

Drocesse

Privacy settings
=] Privacy dashboard
| (= Privacy Statement

Learn more
0]

Memory access protection

Protects your device's memory from attacks by malicious external devices.

Learn more

Firmware protection

Microsoft Defender System Guard protects your device from

compromised firmware.

Learn more
&

You will be prompted for a reboot for these settings to take effect.

4.2.3 Option 3- Configure Registry Key

Alternatively, you can configure the following registry key settings to achieve the same result.

reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity" /v
“"Enabled" /t REG_DWORD /d 1 /f
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reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\HypervisorEnforcedCodelntegrity" /v
"WasEnabledBy" /t REG_DWORD /d 0 /f

reg add "HKLM\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\SystemGuard" /v "Enabled" /t REG_DWORD
/d1/f

5 Confirm the Secured-core state

To confirm all the Secured-core features are properly configured and running, follow the steps below:

5.1 TPM 2.0

Run get-tpm in a PowerShell and confirm the following:

TpmPresent
TpmReady

TpmEnabled
Tpmictivated

5.2 Secure boot, Kernel DMA Protection, VBS, HVCI and System Guard

Launch msinfo32 from command prompt and confirm the following values:

e "Secure Boot State” is "On”

e "Kernel DMA Protection” is “On”

e "Virtualization-Based Security” is “Running”

e "Virtualization-Based Security Services Running” contains the value “Hypervisor enforced Code Integrity” and
“Secure Launch”

|| Secure Boot State On
Kernel DA Protection an
Virtualization-based security Running
Virtualization-based security Required Security Properties
Virtualization-based security Available Security Properties Base Virtualization Support, Secure Boot, DMA Protection,
Virtualization-based security Services Configured Hypervisor enforced Code Integrity, Secure Launch
Virtualization-based security Services Running Hypervisor enforced Code Integrity, Secure Launch

6 Support

Contact DataON Support using the following methods:

1. Email: support@dataonstorage.com
2. Web: https://dataonsupport.dataonstorage.com
3. Phone: (714) 441-8820
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